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Code of Conduct Supplement for Federal Sales 
 
I. INTRODUCTION 
 

A. Purpose of the Code of Conduct Supplement for Federal Sales 
 

This Code of Conduct Supplement for Federal Sales (“Federal Code”) applies to all employees 
including, officers and directors who conduct business on behalf of Cyxtera (“Cyxtera” or the “ Company”) 
with the U.S. Government or with any U.S. Government prime contractors or subcontracts. Cyxtera also 
expects that all third parties with whom Cyxtera contracts, including agents, suppliers, and contractors 
will act in accordance with the principles outlined in this Federal Code when conducting business on Cyxtera’s 
behalf. 
 

As a company providing services or supplies to the Government, Cyxtera is required to comply 
with certain unique laws, rules, and regulations that may not be fully addressed in other significant 
Cyxtera policies. This Federal Code compliments Cyxtera’s Code of Business Conduct and other policies to 
address these unique Government rules, laws, and regulations. 
 

Cyxtera has made this Federal Code available to all of its employees to communicate the 
Company’s commitment to sound ethics and business conduct and to help them recognize and resolve 
ethical and legal issues they may encounter. All Cyxtera employees and all representatives, including 
agents, consultants, independent contractors, and suppliers are responsible for complying with all applicable 
laws and regulations and for knowing and complying with the policies set forth in this Federal Code. 
Abiding by this Federal Code and strictly observing all applicable U.S. and foreign laws and regulations is 
not only a legal requirement, but also an ethical obligation for all employees. As a Cyxtera employee, your 
authority to transact Cyxtera’s business extends only to conduct that fully complies with this Federal Code. 
 

The statutes and regulations applicable to Government contracts carry civil and criminal penalties for 
violations which can be imposed on Cyxtera, individuals, or both. These penalties can include severe 
fines and imprisonment. Violations may also result in a suspension or debarment action which would 
prevent Cyxtera, or an individual or both, from participating in Government contracts or programs, 
including some state or local government contracts or programs. This Federal Code provides basic 
information concerning the special obligations arising from providing services or supplies to the Government, 
and also applies to all employees, including those that do not work on Government contracts. It should not be 
construed as a comprehensive treatment of those obligations, but rather a summary of what is generally 
required of Cyxtera and its employees. All employees are strongly encouraged to contact their Supervisor 
or Cyxtera’s Compliance team at compliance@cyxtera.com with any particular questions or if further 
guidance is needed. 
 

B. Seeking Guidance and Reporting Violations 
 

Cyxtera will support all efforts of its employees to comply with the standards set forth in this 
Federal Code. Cyxtera employees may properly seek guidance about issues relating to compliance with this 
Federal Code and report violations of laws, regulations, and Cyxtera policies through a variety of different 
avenues. Cyxtera employees may choose to address such issues through their supervisor or by contacting 
Cyxtera’s Compliance team at compliance@cyxtera.com.  
 
  

mailto:compliance@cyxtera.com
mailto:compliance@cyxtera.com


4 
 

Cyxtera has also established a mechanism to report compliance and ethics concerns or complaints on an 
anonymous basis.  If you wish to avail yourself of this option, please report your concerns to the Cyxtera 
Employee Helpline. The Employee Helpline is available globally twenty-four (24) hours a day, seven (7) days 
a week, through www.cyxtera.ethicspoint.com.  The site will allow for a web-based entry or provide the correct 
country dialing information to connect with call intake specialist.  We have contracted with an independent 
third party that specializes in incident reporting to manage anonymous reporting via the Employee Helpline.  

 
All reported violations will be investigated, as appropriate. No adverse action, harassment, 

intimidation, unfavorable performance reviews, unfair treatment, or retribution of any kind against an 
employee will be taken or tolerated for reporting in good faith a suspected violation of the Company’s 
policies, including those set forth in this Federal Code, or any other irregularity. Such reports shall be treated 
with the utmost discretion consistent with fair and rigorous enforcement of the Federal Code and the 
Company’s policies. 
 
II. ROLES AND RESPONSIBILITIES 
 

All Cyxtera employees are responsible for reading and complying with this Federal Code and for 
seeking advice and guidance when questions arise.  Each employee shall: 

 
• Certify during onboarding and annually that he or she has read and will comply with this 

Federal Code; 
• Complete all applicable training; 
• Assist Cyxtera, as necessary, with the implementation of the Company’s business ethics 

awareness and compliance program and internal control system; 
• Fully cooperate with any investigations or audits related to the Company’s compliance 

program and this Federal Code, as directed by Cyxtera; 
• Report any suspected violations of this Federal Code to management; and, 
• Take reasonable steps to prevent or detect any such violations. 

 
III. COMPLIANCE WITH LAW, REGULATION AND CYXTERA POLICY 
 

A. Procurement Integrity Obligations 
 

The Government, including federal and most state (and some local) governments have special 
procurement integrity laws and regulations that require contractors to compete fairly for Government 
contracts and prohibit unethical conduct. At the federal level, these laws include the Procurement Integrity 
Act, which prohibits competing contractors and their employees and agents from obtaining, receiving, or 
soliciting Government source selection information or bid or proposal information of other competing 
contractors. 
 

Government source selection information includes: 
• bid and proposal prices; 
• source selection plans; 
• technical or cost evaluations of proposals; 
• rankings of bids, proposals, or competitors; and 
• reports and evaluations of source selection panels, boards, or officials. 
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Contractor bid or proposal information includes: 
• cost or pricing data; 
• indirect costs and direct labor rates; 
• proprietary information about manufacturing processes, operations, or techniques marked by the 

contractor in accordance with applicable law or regulation; 
• information marked by the contractor as “contractor bid or proposal information” in accordance 

with applicable law or regulation; and 
• information marked in accordance with proposal submission requirements set forth in applicable 

regulations. 
 

Any Cyxtera employees involved in proposals, bid preparations, or contract negotiations must be 
certain that all statements, communications, and representations to prospective customers and suppliers are 
accurate and truthful. Cyxtera employees must refuse any offers to provide Cyxtera with any unauthorized 
contractor bid and proposal information, Government source selection information, or proprietary information, 
and must report any such offers immediately to their supervisor. Cyxtera employees may not use, obtain, 
accept, or receive any information to which Cyxtera is not clearly and legitimately entitled.   Any Cyxtera 
employee who reasonably believes that the release or receipt of any information is unauthorized (whether 
marked or not), must not copy, distribute, or use it until guidance has been issued by Cyxtera management. 
 

Cyxtera employees must be aware of and adhere to the Government’s special procurement integrity 
laws and immediately report any violations to his or her supervisor and to compliance@cyxtera.com.   
 

B. Hiring Government Employees and the “Revolving Door” Problem 
 

Because present and former U . S .  Government employees and military personnel may be privy to 
Government source selection information or contractor bid or proposal information, hiring them may 
violate the Procurement Integrity Act and can create an insurmountable conflict of interest. In fact, even 
entering into discussions with present and former U.S. Government employees and military personnel may 
be a violation of the Procurement Integrity Act. Among other things, the rules prohibit a contractor from 
offering employment or other business opportunities or even discussing post-Government employment or 
business opportunities with U.S. Government procurement officials who are participating in procurement 
where the contractor is a bidder or offeror. 
 

The Federal Code requires that all employees must obtain proper approval before any communication 
of any kind (whether initiated by Cyxtera or by the other party, including via social media messaging or 
incident to an already scheduled non-employment related meeting), discussing possible employment, 
interviewing, negotiating with or making any offer of employment or any other sort of business 
opportunity to a present or former Government employee or military personnel. You must first notify 
Human Resources at HR@cyxtera.com, providing all of the pertinent details. Human Resources will 
determine if employment is possible in light of the various regulatory restrictions. 
 

There can be no discussions with current or former Government employees or military personnel 
until Human Resources has provided written authority for discussions. Human Resources shall consult with 
C yx te ra ’ s  Legal department  before issuing such written authority. Only after you receive approval 
from Human Resources may you begin any discussions or negotiations regarding employment, and then only 
within the limits set by Human Resources. 
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C. Confidentiality and Information Security 
 

Cyxtera employees, officers, and directors must maintain the confidentiality of confidential 
information entrusted to them by the Company, its business partners, and its customers, except when 
disclosure is authorized by legal counsel or required by laws or regulations. Confidential information 
includes all non-public information that might be of use to competitors, or harmful to the Company or its 
customers, if disclosed. It also includes information that suppliers and customers have entrusted to Cyxtera. 
Employees should comply with proprietary restriction markings on documents, not change any markings 
already on documents, and use confidential information only for its intended purpose. Cyxtera will not 
tolerate obtaining confidential information of a competitor through illegal or unethical means. Further, the 
unauthorized use of third-party intellectual property, including software, copyrighted materials, and 
trademarks is strictly prohibited. 
 

In addition to the confidentiality issues addressed in Cyxtera's Code of Business Conduct, the 
contracts or subcontracts for services or supplies that Cyxtera provides to the Government may also 
require that Cyxtera comply with additional confidentiality and information security requirements. To the 
extent applicable, Cyxtera complies with all requirements for the handling of Government confidential and 
sensitive information and it requires its employees, officers, directors, consultants and subcontractors to 
comply as well.  All such information and other items must be handled and safeguarded in strict compliance 
with those requirements. 
 

The obligation to comply with confidentiality requirements continues even after employment 
ends. In connection with this obligation, every employee should have executed a confidentiality agreement 
when he or she began his or her employment with the Company. 
 

D. Organizational Conflict of Interest (“OCI”) 
 

The contracts or subcontracts for services or supplies that Cyxtera provides to the Government may 
also require that Cyxtera comply with regulations regarding OCIs. As a general matter, an OCI could arise 
when a contractor has past, present, or currently planned interests that: (a) either directly or indirectly, 
through a customer relationship, relate to work to be performed under a Government contract; and (b) may 
diminish the contractor's capacity to give impartial, technically sound assistance and advice, or give the 
contractor an unfair competitive advantage. Examples of how an OCI may arise include: (i) a Cyxtera 
employee participates in the development of a statement of work for a procurement that Cyxtera intends to 
pursue; (ii) a statement of work requires Cyxtera or its team partners to evaluate or assess work performed 
by Cyxtera or its team partners for the Government; or (iii) Cyxtera is provided access to third-party 
proprietary information that may give Cyxtera an unfair competitive advantage in another procurement. 
 

It is Cyxtera’s policy to review all Government related solicitations for contracts and subcontracts that 
Cyxtera may be pursuing to identify all potential OCIs. As part of this review, all Cyxtera employees are 
expected to alert their supervisor and compliance@cyxtera.com if they believe they have information 
(whether gained while employed at Cyxtera or as a result of employment with other companies or the 
Government) that could create an OCI. All such potential OCIs must be adequately neutralized or 
mitigated through an appropriate OCI Mitigation Plan that must be submitted to the authorized customer 
representative for approval. All Cyxtera employees who may be covered by or subject to an OCI 
Mitigation Plan must be provided a copy of the Plan and agree to comply fully with its terms and conditions. 
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E. Extending Gifts and Other Things of Value to Non-Government or Government Personnel 
 

Cyxtera may provide meals, refreshments, or entertainment of reasonable value to non-government 
personnel in support of commercial business activities, provided: 
 

• the business courtesy is not offered as a “quid pro quo” (offered for something in return for the 
courtesy); 

• the courtesy does not violate any law, regulation or the standard of conduct of the recipient’s 
organization. It is our responsibility to inquire about any prohibitions or limitations applicable 
to the recipient’s organization before offering any business courtesy; and 

• the courtesy is consistent with marketplace practices, infrequent in nature, and is not lavish or 
extravagant. It cannot cause embarrassment or reflect negatively on Cyxtera’s reputation. 

 
On the other hand, all forms of gifts and entertainment to or from Government personnel (federal, 

state and local), including persons that may be acting for or on behalf of the Government, are expressly 
prohibited. Federal, state, local and federally recognized Indian Tribal Governments operate under 
complex laws and regulations that limit Government employees’ ability to properly accept gifts, gratuities, 
meals, entertainment and other things of value from firms and persons with whom these agencies do 
business or over whom they exercise regulatory authority. 

 
A gift is broadly defined and includes any gratuity, favor, discount, entertainment, hospitality, loan 

forbearance, or other item having monetary value, as well as services such as training, transportation, 
lodging and meals, whether provided in-kind, by purchase of a ticket, payment in advance, or 
reimbursement after the expense has been incurred. Cyxtera employees must comply with these laws and 
regulations, as well as the policy set forth in this Federal Code. Cyxtera’s Compliance Team or Legal 
department may authorize an exception where a familial or personal relationship exists outside of the 
employee’s business relationship with the Government employee, or where applicable federal, state or local 
law provides an exception. 
 

No Cyxtera employee may offer or give any gifts to any Government employee or official, except 
certain items may be acceptable in limited circumstances, such as: 

 
• modest refreshments on an occasional basis (such as coffee, soft drinks or donuts); 
• promotional items, given only once a year, with a market value of $20 or less, such as a coffee 

mug, calendar or similar item displaying the Cyxtera logo. 
 
The aggregate value of such items from all Cyxtera employees to a particular Government employee 

must not exceed a total of $50 annually. 
 

Consistent with federal law, Cyxtera employees shall not purchase any meal for any Government 
official or employee. Working meals are allowed only if the Government personnel pay for their fair share 
of the meal, and if possible, the meal takes place on Cyxtera premises. Cyxtera employees may not offer or 
pay for tickets to sporting events, lotteries, etc., for Government employees. These policies on gifts and 
entertainment also apply to Government employee family members and friends. 
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F. Financial Integrity 
 

1. Bribes 
 

All forms of bribery are illegal and expressly prohibited. A bribe occurs when someone gives, 
offers, or promises anything of value to anybody, including public officials (or someone appointed to become 
a public official), directly or indirectly, for corrupt purposes. These corrupt purposes include obtaining 
favorable treatment from Cyxtera’s commercial partners, trying to improperly influence or reward an official 
act or failure to act, and trying to influence a public official to allow a fraud on the United States. Because 
the determination of whether or not a gift, or other thing of value, is a bribe or illegal gratuity depends on 
the mental state of the giver and the recipient, Cyxtera’s policy is to avoid even the appearance of 
impropriety. As a result, there is zero tolerance for bribery and any Cyxtera employee found to have 
participated in such activity will be promptly terminated. Any Cyxtera employee who has, or reasonably 
should have, knowledge of such activity and fails to report it to his or her supervisor or Cyxtera’s 
Compliance Team will be disciplined, up to and including termination. 

 
2. Kickbacks 

 
It is a crime under federal law to offer, give, solicit, or accept kickbacks in connection with the 

award or administration of any Government contract or subcontract. It is also a crime to include the amount 
of a kickback in the contract price charged on Government contracts and subcontracts. A kickback is 
defined to include any money, fee, credit, gift, gratuity, thing of value or compensation of any kind that is 
given or received, directly or indirectly, to any prime contractor, prime contractor employee, subcontractor, 
or subcontractor employee for the purpose of improperly obtaining or rewarding favorable treatment in 
connection with the award or administration of a contract, purchase order, funds or resources. In addition to 
other situations, you should be aware that kickbacks often occur when a prime contractor’s employee accepts 
something of value from a subcontractor or supplier that could have a material effect on the employee’s 
decision with respect to: 

 
• the award or extension of a subcontract; 
• the removal of competitors from a list of suppliers; or 
• the waiver of contract or bidding deadlines or other requirements. 

 
Kickbacks are illegal and strictly prohibited. Cyxtera employees should notify 

compliance@cyxtera.com whenever they have reason to suspect that a kickback may have occurred. When 
assessing your obligation to avoid kickbacks, remember that money, fees, credit, gift, gratuity, thing of value 
or compensation of any kind may be offered to or accepted from third parties only through official, 
Cyxtera-sponsored programs that have been approved in advance by the Compliance Officer or the 
Director of Marketing. Money, fees, credit, gift, gratuity, thing of value or compensation of any kind offered 
to, or received from, third parties outside of official Cyxtera-sponsored programs are presumed to be 
kickbacks. 
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G. Trade Agreements Act/Buy American Act 
 

Some of Cyxtera’s Government contracts and subcontracts, including its GSA Schedule contract, 
contain a Trade Agreements Act (“TAA”) clause that obligates Cyxtera to supply end products that are 
wholly grown, produced, or manufactured in the United States or other “designated countries” (with 
which the United States has a trade agreement), or have been “substantially transformed” in the United 
States or other “designated countries”. Cyxtera’s Government contracts and subcontracts may also contain 
a Buy American Act (“BAA”) clause that requires Cyxtera to supply components that have been 
manufactured using certain specified percentages of domestic (i.e., United States) material. You should 
contact compliance@cyxtera.com whenever you have questions about the nature or extent of Cyxtera’s 
obligations under the TAA or BAA. It is your responsibility to ensure compliance with this important 
obligation. Cyxtera employees must not alter or remove any country of origin markings on products to be 
delivered to the Government and must notify Cyxtera’s Compliance Team at compliance@cyxtera.com if 
they are aware of any violations of these Acts. 
 

H. Cooperation with Government Auditors and Other Government Officials 
 

It is Cyxtera’s policy to cooperate with all Government audits and investigations.  Cyxtera 
employees must provide accurate and truthful responses to government audits. Obstruction of a Government 
audit constitutes a crime under federal law. Cyxtera employees shall not destroy documents in 
contravention of Cyxtera’s record retention procedures, fabricate documents, intimidate witnesses, or 
otherwise attempt to prevent Government auditors from properly performing their required tasks. 

 
In most events, the Government will coordinate with Cyxtera or its outside counsel before the 

Government undertakes any interviews. It is possible, however, that the Government may seek to contact 
some individuals directly. If you are contacted, it is your choice whether to speak with the Government 
and you are under no legal obligation to speak informally with anyone from the Government. You are within 
your rights to politely decline such inquiries. You should also know that you can insist that any interviews 
happen during work hours, at one of the Cyxtera offices, and with Cyxtera’s legal counsel present. In all 
events, whether the interview is coordinated in advance with Cyxtera or not, ask to see identification (e.g., a 
badge), and make a note of the individual’s name, agency, and phone number. If you are served with a 
subpoena or other document requests for Company or personal materials, immediately notify the Legal 
Department at legal@cyxtera.com. 
 

I. Commitment to Quality and Compliance with Contracts 
 

Cyxtera is committed to providing quality services to our customers. Our customers depend on our 
reliability. This requires the active support of every Cyxtera employee, who must perform his or her task in 
a motivated, conscientious, and ethical manner, and in strict compliance with the terms of our contracts. 
 

Quality assurance must never be compromised by, for example, modifying contract requirements 
without a written change to the contract. Deviating from the requirements of any contract, including a 
Government contract, requires the agreement of the other contractual party in writing, usually in the form of an 
amendment or modification to that contract. Any Cyxtera employee that believes he or she is being asked or 
pressured to make changes that will result in performance or service that will in any way not be in strict 
compliance with a contract’s requirement must immediately notify his or her supervisor, who will consult with 
the Legal Department on the next steps. Making changes without first obtaining such agreement, even if 
requested by a Government employee, may constitute a violation of the contract or fraud and trigger sanctions 
against Cyxtera, the levying of fines and even the appointment of an independent monitor. 
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J. Keeping Accurate Records 
 

It is essential that Cyxtera maintain accurate and complete company records. Transactions must be 
promptly and accurately recorded in reasonable detail and in accordance with generally accepted accounting 
practices and applicable Government regulations. No artificial or false entries shall be placed on Cyxtera’s 
books or records.  Any false or artificial entries could form the basis of a false claim or a false statement. 
Cyxtera’s record retention policy requires that all records relating to Cyxtera’s performance of a Government 
contract shall be retained for the required statutory or regulatory period, which for most records is a 
minimum of four years after performance of the applicable contract is complete and final payment has been 
made. Cyxtera’s record retention policy is available through SNOW. 
 

Cyxtera employees who file time entries must ensure that their time entries are complete, accurate and 
entered daily. Cyxtera employees must accurately record their time against the proper account or charge 
code. No cost may be charged or allocated to a Government contract if the cost is deemed unallowable 
under applicable Government regulations or contract provisions, or if it is otherwise improper. Cyxtera 
employees are required to sign their own time entries. An employee’s signature on a time entry is his or 
her representation that the time entry accurately reflects the number of hours worked on the specified 
project or job order. In circumstances where a supervisor also reviews an employee’s time entries, the 
supervisor’s signature represents that the time entry has been reviewed, steps have been taken to verify the 
validity of the hours reported, and the hours are properly allocated. Changes to time entries will be properly 
annotated by the employee and supervisor. Employees also are responsible for properly accounting and, 
where applicable, maintaining receipts, for travel expenses, materials and other costs, and for ensuring that 
these costs are accurately, completely and promptly recorded and charged to Cyxtera records. 
 

K. Making Accurate Statements 
 

A cornerstone of Cyxtera’s commitment to integrity is that all Cyxtera employees must be accurate 
and truthful in all statements we make, claims we submit, and all communications with our customers, 
including the Government. Honesty is a good business practice, and dishonesty in our communications is 
not acceptable at Cyxtera. Making false oral or written statements to the Government may constitute a 
violation of the criminal False Statements Act, the False Claims Act, as well as other provisions of federal 
law. 
 

The False Statements Act imposes criminal liability for false statements arising from knowingly and 
willfully falsifying, concealing, or covering up a material fact or making false, fictitious, or fraudulent 
statements to an employee of a Government agency. This statute is frequently used to prosecute companies 
and individuals for false statements that are made by employees to agencies in the course of the 
competition for or performance of a Government contract. In this regard, a knowing false representation 
with respect to a company's ability or agreement to comply with virtually any of the Government contract 
requirements could subject a company and individuals to criminal liability. 
 

The False Claims Act imposes civil liability for false claims arises from knowingly making or 
causing to be made a false or fraudulent claim for payment or approval to an officer or employee of the 
Government. Criminal liability for false claims arises for making or presenting to any federal agency a 
claim that is known to be false, fictitious or fraudulent. The civil and criminal False Claims Acts are 
frequently used to prosecute companies and individuals for knowing submission of false or fraudulent claims 
for payment under a Government contract. 
 

It is Cyxtera’s policy that all employees are required to record information accurately and 
truthfully, and any misrepresentations are strictly prohibited. 
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L. Doing Business Outside the United States 

 
1. Foreign Corrupt Practices Act 

 
The Foreign Corrupt Practices Act (“FCPA”) prohibits U.S. companies and individuals from making  

any payment, offer,  promise  or  authorization of payment of anything of value, both directly or indirectly 
through intermediaries, to foreign officials (agents, employees or representatives of a foreign 
governmental body, public international organization, regardless of rank or position), political parties or 
candidates for foreign political offices, to obtain, retain, or direct business. It does not matter whether the 
payment, offer, or promise is successful in obtaining, retaining or directing business. Payments made to 
intermediaries, with knowledge that the payments would be used in an illegal manner, are similarly 
prohibited. Violations of the FCPA by the Company, or its employees, agents or representatives could 
result in civil or criminal fines or penalties, and imprisonment. Even the indictment for a violation of the 
FCPA could result in suspension or debarment from Government contracting. Cyxtera employees must 
comply fully with the FCPA. You should contact your supervisor or compliance@cyxtera.com if you have 
any questions regarding your obligations under the FCPA, or if you have reason to believe that any Cyxtera 
employee may have violated the FCPA. 
 

2. Anti-Boycott Laws 
 

Federal law prohibits U.S. companies and persons from participating in foreign countries’ boycotts 
against countries with whom the U.S. maintains friendly relations. In accordance with federal law, Cyxtera 
will only participate in foreign economic boycotts sanctioned by the U.S. Government, and will not provide 
information to a foreign entity about Cyxtera’s relationship to boycotted countries. You should contact 
compliance@cyxtera.com with any questions regarding your obligations under the anti-boycott laws or if you 
have reason to believe that any Cyxtera employee may have violated the anti-boycott laws. 
 

3. Export Controls 
 

The U.S. has a complex set of laws relating to export and re-export of defense articles, technical 
data and services. Sales to certain countries, persons and entities, and for certain end-uses raise serious 
questions under federal export controls. When analyzing Cyxtera’s export licensing obligations under these 
laws, you should focus on the country of ultimate destination, without regard to whether shipment proceeds 
through some intermediate destination. All proposed sales having a country of ultimate destination outside 
the United States must be evaluated and managed consistent with Cyxtera policies for foreign shipments. 
These laws can often be confusing and complex, making possible an inadvertent failure to comply with 
these requirements. Where any question or uncertainty regarding these requirements exists, it is the 
obligation of each employee to seek guidance from the Compliance Team at compliance@cyxtera.com. 
Every employee has an obligation to promptly report any concerns about suspected or actual violations of 
the compliance procedures or applicable laws and regulations to compliance@cyxtera.com. 
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M. Prohibited Contractual Relationships 
 

Cyxtera shall not knowingly: 
 

• employ an individual nor contract with a company if the individual or company is listed on the 
System for Award Management list of Debarred, Suspended, and Ineligible Contractors available 
at this website: https://www.sam.gov; 

• employ an individual who has been convicted of an offense related to Government contracting; or 
• contract with an individual or entity identified on the Office of Foreign Asset Control’s 

(“OFAC”) “Specifically Designated” list of nationals or persons who are subject to trade 
restrictions, which is available at: https://sdnsearch.ofac.treas.gov/. 

 
N. Equal Opportunity 

 
It is Cyxtera’s continuing policy to afford equal employment opportunity to qualified individuals 

regardless of their race, color, religion, sex, sexual orientation, gender identity, national origin, age, or 
physical or mental disability, and to conform to applicable laws and regulations. This policy of equal 
opportunity pertains to all aspects of the employment relationship, including application and initial 
employment, promotion and transfer, selection for training opportunity, wage and salary administration, 
and application of service, retirement, seniority and employee benefit plan policies. It is also Cyxtera’s 
policy to provide employees with a workplace free of sexual harassment in any manner or form.  
 

O. Small Businesses 
 

It is the policy of Cyxtera that small business concerns, veteran-owned small business concerns, 
service-disabled veteran-owned small business concerns, HUBZone small business concerns, small 
disadvantaged business concerns, and women-owned small business concerns shall have the maximum 
practicable opportunity to participate in performing Cyxtera subcontracts, to the fullest extent with efficient 
contract performance 

 
P. Environmental, Health, and Safety Laws 

 
Cyxtera is committed to protecting the environment and the health and safety of its employees, their 

families, the communities in which we live, and the general public.  Cyxtera employees must help to ensure a 
satisfactory environment is maintained through full compliance with all applicable environmental, health and 
safety laws, regulations and Cyxtera policies. Sanctions for violations of these laws can be severe and may 
include both criminal liability and disciplinary action.  
 

Q. Alcohol and Drug Abuse Policy 
 

The Company is committed to provide a safe, efficient, and productive work environment, and to 
provide the highest quality services. Therefore, Cyxtera has a strict policy against inappropriate use and 
possession of drugs and alcohol. The Company requires all employees to report for work fit to perform their 
jobs. Employees must perform their duties safely and efficiently, protecting their own interests, those of 
their co-workers, and Company interests.  See Cyxtera’s Employee Handbook for more information on its 
policy of maintaining an alcohol and drug-free work environment. 
 
  

https://www.sam.gov/
https://sdnsearch.ofac.treas.gov/
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R. Standards of Personal and Professional Conduct in the Workplace 
 

Cyxtera requires order, discipline, and proper performance of duties to succeed and to promote 
efficiency, productivity, and cooperation among employees. All employees are therefore expected to deal 
fairly, honestly, and in accordance with the highest standards of personal and professional conduct with 
their customers, teammates, vendors, and coworkers. Not only will Cyxtera abide by the terms and 
conditions of our contractual agreements, but Cyxtera also will be fair, honest and ethical in all its 
business relationships and strive to avoid even the appearance of improper business practices. Cyxtera 
reserves the right to impose discipline, up to and including termination, for employee performance 
problems and misconduct. The following non-exhaustive list are s o m e  examples of impermissible 
conduct that may lead to disciplinary action, including termination of employment: 
 

• Refusal or failure to cooperate with any investigation conducted by the Company, or to provide 
information about the Company’s business (including to investigations initiated by a Government 
agency); and 

• Refusal or failure to promptly report any known or suspected violations of this Federal Code, 
including (i) violations of criminal law involving fraud, conflict of interest, bribery or gratuity 
violation, (ii) violations of the civil False Claims Act; or (iii) significant overpayments made in 
connection with a Government contract. 

 
S. Prohibition on Trafficking in Persons  

 
The Government and by extension, Cyxtera, has a zero-tolerance policy regarding trafficking in 

persons, procurement of commercial sex acts, and use of forced labor. All Cyxtera employees, contractors, 
consultants and other agents and representatives are prohibited from engaging in or supporting any of the 
following activities: 
 

• trafficking in persons; 
• using or procuring commercial sex acts; 
• using forced labor; 
• destroying, concealing, confiscating, or otherwise denying access to an employee’s identity or 

immigration documents, such as passports or drivers’ license, regardless of issuing authority; 
• using misleading or fraudulent recruitment practices or using recruiters that do not comply 

with local labor laws of the country in which the recruiting takes place; 
• charging employees recruitment fees; 
• failing to provide an employment contract or other required work document in writing where 

separately required by law or by contract. 
 

Employees must immediately report any actual or perceived violations of this policy to 
compliance@cyxtera.com. Any person who violates this policy or fails to report violations of this policy 
shall be subject to disciplinary action, including, but not limited to, removal from all Government contracts 
and/or termination of employment. 
 
  

mailto:compliance@cyxtera.com
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IV. COMPLIANCE PROGRAM: PREVENTING AND REPORTING VIOLATIONS 
 

A. Ethics Training 
 

Cyxtera is committed to providing training and education on ethics and compliance topics for all 
Cyxtera employees. This commitment includes providing periodic training, copies of the Cyxtera Code of 
Business Conduct, this Federal Code, including all revised versions of both of these documents, as well as 
other appropriate materials, to ensure that the Cyxtera workforce is fully informed of its responsibilities in 
this area. The most current version of Cyxtera's Code of Business Conduct and this Federal Code are 
available in SNOW. 
 

B. Obligation to Report and Investigate Suspected Violations 
 

1. Reporting Suspected Violations 
 

As previously stated, every Cyxtera employee is obligated to promptly report any conduct which 
he or she believes in good faith to be a violation of this Federal Code, including any known or suspected (i) 
violations of criminal law involving fraud, conflict of interest, bribery or gratuity violation, (ii) violations 
of the civil False Claims Act; or (iii) significant overpayments made in connection with a Government 
contract. 
 

2. Investigation and Disclosure 
 

Cyxtera management shall informally inquire into any and all reported or suspected violations of this 
Federal Code, and as necessary, initiate a formal internal investigation of the same. An inquiry and an 
investigation differ in scope and degree of formality, with the former being relatively limited in nature and 
conducted by the Cyxtera Compliance Team. An informal inquiry may give rise to a formal investigation. 
A formal investigation is merited for more serious allegations and will be conducted as directed by Cyxtera’s 
Legal counsel. Cyxtera will document the results of its investigation in a confidential memorandum.  The 
memorandum shall set forth the reported allegation or allegations, the applicable standard or standards, the 
steps taken to inquire into or investigate the allegation(s), a summary of the facts, conclusions, and remedial 
actions taken or recommended. 
 

If Cyxtera determines after consulting with the Legal Department that there is credible evidence of 
a violation of this Federal Code, including a violation of criminal law involving fraud, conflict of interest, 
bribery or gratuity violation, or any violation of the civil False Claims Act, or if there has been a 
significant overpayment in connection with a Government contract, Cyxtera shall report the violations to 
the appropriate Government authorities, which, if any Government contracts are involved, is the Office of 
the Inspector General for the responsible agency, and provide a copy of such notice to the Government 
contracting officer. 
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V. COMPLIANCE AND DISCIPLINE 
 

Cyxtera is committed to strict enforcement of this Federal Code and will review compliance by 
conducting periodic internal audits and internal reviews. Employees found to be in violation of the Federal 
Code will be subject to appropriate enforcement and disciplinary action. Disciplinary action for violations 
of the Federal Code, including for failure to report violations, will include a variety of measures up to 
and including termination of employment. A supervisor or manager may be subject to discipline to the 
extent that the violation reflects inadequate supervision or lack of diligence. As the situation warrants, 
this may include referral to the Government for criminal prosecution. The severity of the discipline will be 
gauged in proportion to the seriousness of the violation, taking into account any past violations, whether the 
violation was intentional, as well as other appropriate considerations. 
 
VI. CONCLUSION 
 

Each of us has an obligation to behave at all times with honesty and propriety because such 
behavior is morally and legally right and because our business success and reputation for integrity depends 
on the actions of each employee. This Federal Code outlines your major obligations relating to Cyxtera’s 
interaction and sales to the U.S. Federal Government and its contractors. Be certain to read, understand, and 
adhere to this Federal Code as you carry out your daily activities.  
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